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21. gadsimts IT joma un apdraudéjumos

« Ka sargat sevi, informaciju un datoru
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CERT.LV
Internets Ir visur 'J‘

 Internets kluvis vieglak pieejams
— Latvija 2004. gada — 14% majsaimniecibas, 2010. —
56%
— 2000. — 2010. lietotaju skaita pleaugums pasaulé
444% (Nigérija — 21890%)

. Daudzas  ikdiena lietojamas |
mijiedarbojas caur datortikliem




Pieslégumu atrumi LERLLY,
daudzkart pieaugusi
« Speedtest.net

1 South Korea

30.64 Mbps
z Sweden 1 South Korea
26.73 Mbps 22.58 Mbps
2 Lithuania z Lithuania
26.16 Mbps 3 05 18.61 Mbps

2] Mbps
4+ Homania 2 Latvia
23.68 Mbps 14.39 Mbps
s Netherlands 8 69
23.25 Mbps m Vo
& Latvia

23.11 Mbps
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Kas ir mainijies |T apdraudéjumos?

 Daudz vairak “slikto” var daudz atrak pieklut
daudz vairak datoriem un citam iericém

 Daudzi “sliktie” ir spécigi motiveti (materiali
un/vai ideologiski)

« Uzbrukumos plasi izmanto tehnisku un
psihologisku metoZzu kombinacijas
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Kaitigo riku motivacijas maina
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Ko grib musdienu “sliktie™?

« Nozagt un izmantot jusu identitati (sveSas
personas datu iegdsana (vinai nezinot) noltka
veikt lidzeklu/mantu zadzibu vai krapsanu)

 Parnemt jusu datoru vadibu, lai izmantotu tos
sava val pasauatitaju laba

Dargie kolegji, pirms publicet apshaubamu specialistu viedokjlus
par nelieln servern hostingu kompanijam un diskutetu par
kompetenci, ieticktu tomer parskatit sho nomelnojosho zinju saturu,
un parstat publicet shos aizvainojoshos rekdamrakestus. Ka redzat-
nekas nav drosh un nenzlanzhams- JA vajag, tapec nevajag lekt
augstak par savu d Paldies par uzmanibu. Hakeris. Atsauce




Valsts redzejums

L CERT.LV,

NaCiOnéléS drOéTbaS koncepCija (apstiprinata Saeima 10.03.2011.)

Latvijas prioritates iInterneta €eS0S0
apdraudéjumu novérSanai ietver tehnologiju
lietotaju izglitosanu (www.esidross.lv)

Informacijas tehnologiju droSibas likums (spéka
no 01.02.2011.)

MK noteikumi par kartibu, kada galalietotajiem
tiek Tslaicigi slégta piekluve elektronisko sakaru
tiklam

CERT.LV




CERT.LV
Doma, kad un ko raksti

e levéro etikas normas |

» Publicé tikai tadas fotografijas, ko nebutu
kauns radit nevienam

« Uzmanies no informacijas izmanisanas

From: "Gmail" <hostserver dll@gmail com>
Date: 2011. gada 9. maijs 22:41:46 GMT+03:00
Subject: Email Identity Verification

We make every effort to ensure that we provide the Ultimate Security required for
maximurn protection of all our Email Account from unwanted Users and spy wares.

We do not t tol t A t si login inf ti = . —_ - — = —_ . _ .
o longar valid on aur databass syatem, Now, the Gmai account reamnend 8o |ZFA0E WEIKSMIQI nospeleta, wins iedzerts, tagad pagqulét, 1ai no rta
confirm your profile details below for verification purpose and to confirm that you

own this Account dotas karteja pastaigal hitp fdsg.comijwy koo

Account Name :

Current Password :

Date of Birth :

State/Country :

NOTE: If you would like to continue using our services, please click on the reply
button and email us the afore mention details immediately for confirmation and

validation. We apologize for any inconveniences.
Thanks for Using our Service.
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Sarga datus

* Piesargies no virusiem USB atmin

| N e O
* Veido rezerves kopijas .. -

o Atceries, ka dati ir art viedtalruni
 Parole .




Datora drosSiba

« Atbildiba katram pasam

A CERT.LV,

* Nepielaut veiksmigus uzbrukumus datoram

— Antiviruss

— Ugunsmuris

— Programmaturas atjauninajumi
— Bezvadu tikla aparatura

« Specialisti palidzes

Your computer is protected Your data has not been saved

@l My Computer Protection ﬁ/ My Backup
- s

This update addresses cuskomer issues and security vulnerabilities, Adobe
recommends that you always install the latest updates,

DDDDDDD
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