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Introduction



CERT or CSIRT?

CERT –
Computer Emergency Response Team

CSIRT -
Computer Security Incident Response Team



How CERTs operate?

• RFC-2350: “Expectations for Computer
Security Incident Response”

• Separate organisation, department or few 
people part time
• CERT has constituency – IP address space, 
AS



CERT NIC.LV



Who we are?

• Part of Institute of Mathematics and Computer
Science, University of Latvia
• Part of NIC - .LV domain registry

• Playing an unoficial role of national CERT and 
coordination center

• Incident response services to our constituency:
– Academic network

– Cooperation partners



CERT NIC.LV

• Operational since 2006
• Trusted Introducer accreditation – 2008
• FIRST accreditation – 2009
• Well known abroad
• Active in awareness raising



Players in Baltics



Lithuania



LT incidents management mapLT incidents management map

11

����������	
	�

����������
	����
�����	�	���

�	
	�

�������	�������
�	
	�

���	����������
�	
	�



Players in LT
• LITNET CERT – since September 1998
• CERT.LT – national CERT, based on

Communications regulatory authority – since
2006

• IRT in Infostruktura – ISP for governmental
institutions – since 2008

• Ministery of Defence has incident response 
workgroup, responding to incidents within
Defence information system networks, plans to 
become a department



Collaboration

• Abuse-LT forum
• Some very responsive ISPs
• Some unresponsive

– Including the biggest ISP
– React on phishing
– Ignore the rest



Estonia



CERT-EE

• CERT-EE 
• Coordinating incident response in Estonia
• National Contact point
• Playing a critical role in National

Cybersecurity/CIIP 
(critical information infrastructure protection)�



Collaboration

• CERT-EE plus a number of very responsive
security teams

• National cooperation began with E-Voting
trial (2004) – not in May 2007

• Diverse community in the group coordinated
by CERT-EE

• Collaboration on incidents:
– Putting right people together
– Sometimes real help



Cooperation

• Work closely with:
– Police
– Prosecutors
– Child protection organisations

• Influencing IT education



Latvia



VITA CSIRT -

• Established at the end of 2006
• DDIRV operates under the auspices of State
Information Network Agency managment board
• Accredited in Trusted Introducer since 1 
September 2008
• Constituency – state and municipal institutions
(autonomous system AS8194)�
• Cooperating with ENISA in projects related to 
information security



LV-CERT Initiative 

• Forum for information exchange for 
people working with security incidents

• Since March 2007



LV-CERT Initiative 



LV-CERT Activities 

• Exchange of contact info
• Awareness raising
• Cooperation on incident handling and 

prevention
• Exchange of experience



Statistics



Botnets
(28.05.2009.)����









Lithuania



LITNET CERT – number of
incidents



2007 and 2008 – per months



LT – type of incidents



� For the period of 2006–2008 CERT-LT investigated 661incidents.
93 for 2006 225 for 2007 343 for 2008
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2009 – preliminary statistics
(CERT-LT)����



Estonia



1 Aprill 2008 – 10 January 2009
Number of reports to ISPs



Infection rate in network - 2008



Cloud of infected sites - 2008



Infected names, IPs
Most popular malware
Detecting Antivirus SW



Latvia



CERT NIC.LV – Type of
incidents (without SPAM) ����
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CERT NIC.LV – Honeypot
Type of attack
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CERT NIC.LV – Honeypot
Attacking OS
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SPAM – sad story
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SPAM – sad story
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Conficker!!! – new version breakout
25.02.2009. (445 TCP)����



Conficker – 1.04.2009. 

DNS traffic

• Not realy noticable impact on NIC DNS traffic

• Other DNS servers admins/owners report up to 
33% increase in DNS traffic 



Background

• Conflicker uses “decoy domains” to complicate 
remediation

- No single Command & Controll domain
- Hundreds of unique domains potentially used each 

day



Conficker activity – slowing down



Conficker activity – slowing down



Conflicker

� The Conflicker A/B resolution is spread 
among 8 TLDs

� Conflicker C will use 116 different major 
zones

� More computers are “always on”, so 
conflicker doesn't seem to take 
weekends off.



Actions against it

� An alliance of whitehats has reserved 
conflicker domains
- This keeps the botnet stuck in the 

“secondary drop phase”
- 40k domains in LV reserved



Summary

• All Baltic countries are engaged
• We all face the same threats
• Methods are similar
• Statisics are different



Thanks to:

• CERT NIC.LV colleagues
• LITNET CERT
• CERT-LT
• CERT-EE



Thank you!

http://cert.nic.lv/
cert@nic.lv


