
CERTs - collaboration is possible

Baiba Kaškina, 
Varis Teiv� ns

CERT NIC.LV

Santa Monica Network Security Day

8 October2009, Riga



“The superior man, when resting
in safety, does not forget that

danger may come ”

Confucius
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Introduction



CERT or CSIRT?

CERT –
Computer Emergency Response Team

CSIRT -
Computer Security Incident Response Team



What concerns CERTs?

• Attacks on infrastructure

• Dos, DDos
• Botnets
• Phishing
• Pharming
• Copyright violations
• Social engineering attacks
• ...

• Hacking
• Sniffing
• SPAM
• Trojans
• Viruses
• Worms
• Account compromises
• ...



How CERTs operate?

• RFC-2350: “Expectations for Computer
Security Incident Response”

• Separate organisation, department or few 
people part time
• CERT has constituency – IP address space, 
AS



Basic activities

Responsibility for CERT’s constituency
– Security incidents originating within the 

constituency
– Security incidents impacting the constituency



CERT Services

• Reactive Services
• Proactive Services
• Artifacts
• Security Quality Management Services



Who we are?



Who we are?

• Institute of Mathematics and Computer 
Science, University of Latvia
• SigmaNet – Latvian National Reserach 
and Education Network

• 2,5 Gbit GEANT connectivity

• NIC – TLD .LV registry



CERT NIC.LV

• Part of NIC - .LV domain registry
• Playing an unoficial role of a national 
CERT and coordination center
• Incident response services to our
constituency:

– Academic network
– Cooperation partners



CERT NIC.LV

• Operational since 2006
• Trusted Introducer accreditation – 2008
• FIRST accreditation – 2009
• Well known abroad
• Active in awareness raising



Collaboration



Latvia



VITA CSIRT -

• Established at the end of 2006
• DDIRV operates under the auspices of State
Information Network Agency managment board
• Accredited in Trusted Introducer since 1 
September 2008
• Constituency – state and municipal institutions
(autonomous system AS8194)�
• Cooperating with ENISA in projects related to 
information security



LV-CERT Initiative 

• Forum for information exchange for 
people working with security incidents

• Since March 2007



LV-CERT Initiative 



LV-CERT Activities 

• Exchange of contact info
• Awareness raising
• Cooperation on incident handling and 

prevention
• Exchange of experience



Wider



CERTs in Europe

• ~130 registered and acredited teams
• Many unoficial teams
• Almost all countries covered

• Except Slovakia

• First established in 1989...



CERT organisations

• Trusted Introducer organisation
• TERENA Task Force TF-CSIRT
• FIRST – World Wide organisation



How to find a CERT?



How to find a CERT?



s



CERT Survey



Survey among European 
CSIRTs

• Carried out by ENISA & IMCS UL

• 54 questions
• Web-based survey
• 133 invited CERT teams
• 88 responses
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Tools



Is not enough!

Router# show ip cache flow

When



NFDUMP

• Set of tools to collect and process netflow 
data on the command line: 
– nfcapd - netflow capture daemon 
– nfdump - netflow dump
– nfprofile - netflow profiler
– nfreplay - netflow replay
– nfclean.pl - cleanup old data
– ft2nfdump - Read and convert flow-tools data



NFDUMP

• Part of the NfSen project
• Collect and analyze netflow data
• Routers exporting netflow data in our 

environment
– 2 Ciscos 6506
– Juniper M160



NFDUMP principle on 
operation



Why NFDUMP & NFSEN?

• Analyze netflow data from the past 
• Track interesting traffic patterns 

continuously
• Efficient filter engine: > 4 Mio flows/s on 

3GHz Intel
• Supports unlimited lenght of querry (filter)�

• Top N statistics for packets, bytes, IP 
addresses, ports, etc.

• Profiling hosts in case of an incident



NFSEN web interface

• Pictures! � �
• Web interface that uses nfdump as backend 

tool
• Graph current network situation
• Track hosts, ports etc. from live and history 

data
• Analyse a specific time window
• Alerting
• Auto – Cleanup; aging data files: max space, 

max lifetime



NFSEN web interface



NFSEN web interface



AIRT

• Incident tracking Web application
• Excellent feature set and interface
• Database backend for data retention, 

querying, and reporting
• Can be customized
• Runs PostgreSQL
• Is designed explicitly for incident 

response teams



AIRT



AIRT



Data retention



Data retention

• According to Electronic communications 
law – logfiles have to be stored for 18 
months

• Traffic amount ?
• Storage ?



Data retention – our example

• 12k – 14k flows per second
• AVG 22.5 GB of Netflow data per day
• + separate profiles data
• => 5TB per 6 months with few Gigs of 

traffic
• Looks like a lot of resources isn't it?



Summary



Summary

• CERTs are collaborating for common goals

• Almost all European countries are engaged

• Tools and techniques are out there

• We all face the same threats

• Find your nearest CERT team!



Thank you!

http://cert.nic.lv/
cert@nic.lv


